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focus is to employ and engage individuals who aspire to grow

L |
aS p I rat I O n S their careers within a renowned financial entity, working with

a dynamic team of industry professionals who are dedicated
]
h | to raising the bar and setting benchmarks in Sri Lanka's
eg I n S e re s financial industry.

Internship

Information Security/ Information Technology Risk/ Information System Auditing

Are you passionate about finance industry? CDB is on a quest for bright enthusiastic individuals who are eager learn and gain
experience by interacting with our outstanding team of professionals. This opportunity is ideal for individuals who wish to pursue a
career in Governance, Risk and Compliance.

Learning outcome Qualifications

» Graduates or final year undergraduates specialized in the fields of
Information Security, Computer Engineering, Computer Science or
equivalent professional qualification

» Strong data analytical skills and problem-solving skills along with a
commitment to quality, a high level of enthusiasm, and attention to

» Expansive knowledge on ISO/IEC 27001:2013 certification
framework
» User access management

» Data Classification and Data Leakage prevention
» Log monitoring and management

o : . details
» Vulnerability Assessment and Penetration Testing : ; -
« Hands-on experience in Information System Auditing * Knowledge in server/network/endpoint / cyber security will be
advantageous
* Investigate cybersecurity events/crimes related to computer . o )
systems and digital evidence i
* Propose solutions including development, modification, and
execution of incident response plans
* Hands-on experience in risk/technology risk assessments
* Hands-on experience in Business Continuity Management
System (ISO 22301:2019) Please email your CV together with contact details of two non-related
« Ability to gain insight into banking applications and the referees indicating the position applied for in the subject line of the email to
relevant operational process flows
* Knowledge in CBSL regulatory requirements (regarding E careers @cdb.lk

NBFI information Security/risk regulations)

* Opportunity to work with industry experts and hands-on
experience on software and tools ( e.g. SIEM, ACL,

TABLEAU, ERP, CORE BANKING, etc.,)
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